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*** First Change ***
13.2.4.7
Message verification by the receiving SEPP

The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in “aad”) and JWE Authentication Tag (“tag”).

The content encryption algorithm checks the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.

The receiving SEPP refers to the NF API data-type placement mapping table to re-construct the original reformatted message by updating corresponding entries in clearTextEncapsulatedMessage with values in the dataToIntegrityProtectAndCipher array.

The receiving SEPP shall next verify IPX provider updates by verifying JWS signatures added by the intermediaries. For modifications by IPX provider that the receiving SEPP’s operator does not have a business relationship with, the SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained as part of the N-32 security context setup. It then checks that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrity block matches to the IPX provider referred to in the "authorizedIPX Id" field added by the sending SEPP, based on the information given in the IPX provider security information list.

The receiving SEPP checks whether the modifications performed by the intermediaries were permitted by the respective modification policies. If this is the case, the receiving SEPP applies the patches in the “operations” field in order, performs plausibility checks, and creates a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.
13.2.4.8
Procedure

The following clause illustrates the message flow between the two SEPPs with modifications from cIPX and pIPX.


[image: image1.emf]cSEPP pSEPP pIPX cIPX

cNF

pNF

1. HTTP Request

2. Message rewriting and 

protection using JOSE

3. Protected HTTP

Request

4. Append cIPX 

modifications to the 

message

5. Protected HTTP 

Request

w/IPX modification

6. Append pIPX 

modifications to  the 

message

7. Protected HTTP 

Request

w/IPX modifications

8. Verify integrity of clearText,  encrypted text

Decrypt encrypted Block 

Verify IPX updates in modificationsBlock  and 

apply them.

Reassemble the HTTP Request message.

9. Modified HTTP 

Request

10. HTTP Response

11. Message rewriting and 

protection using JOSE

12. Protected HTTP

Response

13. Append pIPX 

modifications in the 

message

14. Protected HTTP 

Response

w/IPX modification

15. Append cIPX 

modifications  in the 

message

16. Protected HTTP 

Response

w/IPX modifications

18. Modified  HTTP 

Response

17. Verify message.

Reassemble the HTTP response.


Figure 13.2.4.8-1 Message flow between two SEPPs

1.
The cSEPP receives an HTTP request message from a network function.

2.
The cSEPP shall begin reformating the HTTP Request message

a. Generating blocks for integrity protected data and encrypted data, and protecting them:

The cSEPP encapsulates the HTTP request into a clearTextEncapsulatedMessage block containing the following child JSON objects: 

-
Pseudo_Headers

-
HTTP_Headers with one element per header of the original request.

-
Payload that contains the message body of the original request.


For each attribute that requires e2e encryption between two SEPPs, the attribute value is copied into a dataToIntegrityProtectAndCipher JSON object and 
the attribute’s value in the clearTextEncapsulatedMessage is replaced by the index of attribute value in the dataToIntegrityProtectAndCipher block.

A metadata block is created that contains the N32-f context Id, Message Id generated by SEPP for this request/response transaction and next hop identity.

The cSEPP protects dataToIntegrityProtect block and dataToIntegrityProtectAndCipher block as per clause 13.2.a.4. This results in a single JWE object representing the protected HTTP Request message.

b. Generating payload for the SEPP to SEPP HTTP message


The JWE/JWS becomes the payload of the new HTTP message generated by cSEPP. 

3.
The cSEPP shall use HTTP POST to send the HTTP message to the first intermediary.

4.
The first intermediary (e.g. visited network's IPX provider) creates a new modifiedDataToIntegrityProtect JSON object with three elements:

a. The operations JSON element contains modifications performed by the first intermediary as per RFC 6902[64]. 

b. The intermediary includes its own identity in the Identity field of the patchRequest element.

c. The "tag" element, present in the JWE object generated by cSEPP, is copied into the modifiedDataToIntegrityProtect object. This acts as a replay protection for updates made by the first intermediary.

The intermediary executes JWS on the modifiedDataToIntegrityProtect JSON object and appends to the message.
5.
The first intermediary sends the modified HTTP message request to the second intermediary (home network's IPX) as in step 3.

6.
The second intermediary performs further modifications if required. The second intermediary executes JWS on the modifiedDataToIntegrityProtect JSON object and appends it to the message.
7.
The second intermediary sends the modified HTTP message to pSEPP as in step 3.

Note:
The behaviour of the intermediaries is not normative, but the hSEPP assumes that behaviour for processing the resulting request.

8.
The pSEPP receives the message and does the following:

-
It extracts the serialized values from the components of the JWE object.

- 
Invokes JWE decrypt function to check the integrity of the message and decrypt the dataToIntegrityProtectAndCipher block. This results in entries in the encrypted block becoming visible in cleartext. 

-
The pSEPP updates the clearTextEncapsulationMessage block in the message by replacing the references to the dataToIntegrityProtectAndCipher block with the referenced decrypted values from the dataToIntegrityProtectAndCipher block.

-
It then verifies IPX provider updates of the attributes in the modificationsArray. It checks whether the modifications performed by the intermediaries were permitted by policy.
-
It further verifies that the PLMN-ID contained in the message is equal to the “Remote PLMN-ID” in the related N32-f context.
-
The modified values of the attributes are updated in the clearTextEncapsulationMessage in order.
The pSEPP re-assembles the full HTTP Request from the contents of the clearTextEncapsulationMessage.

9.
The pSEPP shall send the HTTP request resulting from step 8 to the home network's NF.

10.-18.
These steps are analogous to steps 1.-9.

*** Next Change ***
13.4.1.2
Service access authorization in roaming scenarios 

In the roaming scenario, OAuth 2.0 roles are as follows:

a.
The visiting Network Resource Function (vNRF) shall be the OAuth 2.0 Authorization server for vPLMN and authenticates the NF service consumer. 

b.
The home Network Resource Function (hNRF) shall be OAuth 2.0 Authorization server for hPLMN and generates the access token.

c.
The NF service consumer in the visiting PLMN shall be the OAuth 2.0 client.

d.
The NF service producer in the home PLMN shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)

Same as in the non-roaming scenario in 13.4.1.1.

Obtaining access token independently before NF service access

The following procedure describes how the NF service consumer obtains an access token for NF service producers of a specific NF type for use in the roaming scenario. 
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Figure 13.4.1.2-1: NF service consumer obtaining access token before NF service access (roaming)

Pre-requisite:

a.
The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).

b.
The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer.

c.
The two NRFs have mutually authenticated each other.

d.
The NRF in the serving PLMN and NF service consumer have mutually authenticated each other. 

1.
The NF service consumer invokes Nnrf_AccessToken_Get Request (NF Instance Id of the NF service consumer, expected NF service Name (s), NF Type of the expected NF Producer instance, NF type of the NF consumer, home and serving PLMN IDs) from NRF in the same PLMN. 

2.
The NRF in serving PLMN identifies the NRF in home PLMN (hNRF) based on the home PLMN ID, and requests token from hNRF as described in clause 4.17.5 of [8]. The vNRF forwards the parameters it obtained from the NF service consumer, including NF service consumer type, to the hNRF.

3.
The hNRF optionally authorizes the NF service consumer and shall generate an access token with appropriate claims included. The hNRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service Producer (audience), expected services name(s) (scope) and expiration time (expiration).

4.
If the authorization is success, the access token is included in Nnrf_AccessToken_Get Response message to the vNRF. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC6749 [43].

5.
The vNRF forwards the Nnrf_AccessToken_Get Response or error message to the NF service consumer.

Editor’s Note: The service names need to be aligned with CT4 definitions in TS 29.510 

Obtain access token for a specific NF Producer/NF Producer service instance

The NF service consumer shall request an access token from the NRF for a specific NF Producer instance/NF Producer service instance. The request includes the NF Instance Id of the requested NF Producer, the expected NF service name and NF Instance Id of the NF service consumer. 

The NRF in the visiting PLMN forwards the request to the NRF in the home PLMN

The NRF optionally authorizes the NF service consumer to use the requested NF Producer instance/NF Producer service instance, and then proceeds to generate an access token with the appropriate claims included.  

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the requested NF Service Producer (audience), service name (scope) and expiration time (expiration). The token is included in the Nnrf_AccessToken_Get response sent to the NRF in the visiting PLMN. The NRF in the visiting PLMN forwards the Nnrf_AccessToken_Get response message to the NF service consumer.

Service access request based on token verification

In addition to the steps described in the non-roaming scenario in 13.4.1.1, the NF service producer shall verify that the PLMN-ID contained in the API request is equal to the one inside the access token.
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Figure 13.4.1.2-2: NF service consumer requesting service access with an access token in roaming case

*** End of Changes ***
